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EXECUTIVE SUMMARY

The drive to improve profitability and streamline operations motivates many
organizations to collaborate with other businesses, increase outsourcing

of non-core activities and to expand their global footprint into unknown
territories. While these decisions can and do result in economic benefits,
attention must be given to the potential increased costs to ensure those
third parties adhere to legal requirements as well as implied standards of
conduct.

In today’s business environment organizations are held responsible for the
actions of suppliers, vendors and partners in addition to their own internal 2

activities. Knowledge and understanding of supplier and third party risk is of

the utmost importance. Therefore it is critical that a robust risk management

program includes due diligence in the selection of business partners and :
third parties as well as on-going monitoring activities. = e ;

CONNECT, SIMPLIFY, PERFORM

Thomson Reuters offers intelligent market leading data and software as part
of our unified platform approach. At the same time, products are modular
and can be adopted as point solutions to meet specific needs. At whichever
stage your organization finds itself, Thomson Reuters will complement

your current third party risk mitigation program to enhance efficiencies and
maximize your risk based approach.
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The importance of knowing

your third parties

All companies and organizations are at risk from the intentional or unwitting actions of third
parties, both in terms of indirect liability and the reputational damage that can be incurred by

association.

Building and extending relationships with third parties in order to
achieve long term business goals usually creates complex supply
chains that, over time, more accurately resemble interconnected
webs. Knowing who you are dealing with within these webs becomes
increasingly more difficult, yet increasingly more important in order to
satisfy regulators, meet shareholder and customer expectations, and
prevent financial and reputational damage.

The Foreign Corrupt Practices Act (FCPA) and Conflict Minerals Rule
(Dodd Frank Section 1502) in the US, Bribery Act and the Modern Day
Slavery Act in the UK, in addition to a host of other global regulations,
have increased the importance of establishing an effective third
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party compliance program. The rate at which these regulations

are introduced will only increase as governments, civil society and
consumers put anti-corruption, transparency and sustainability at
the core of what they do. Under these regulations, an organization’s
management of third party business relationships should be of
equal importance to managing customer business relationships as
regulators are increasingly focusing on holding individuals liable for
non-compliance.

Shareholders and customers are demanding greater transparency
and more responsible corporate behavior, in the interests of both
reputational integrity and good investment practice.
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While there is no one-size-fits all guidance to supplier and third party risk

C O m m O n ri S |< S management, each organization must know its business well enough to understand

where risks may materialize and employ processes to detect them; risks such as

d f |< * Bribery and corruption * |llicit trade
a n a ra m evvo r * Extortion and illegal money lending * Environmental crime
oy ® . * Organized crime * Conflict minerals
tO m | t | g a t | O n * Fraud * Human rights abuses
* Counterfeiting * Slavery and human trafficking

Often what leads to mishaps is not the complexity of supply chains but the lack
of management, transparency and monitoring which is fundamental from the
beginning of the supply chain through to the end consumer.

In order to prevent, detect and investigate supplier and third party risk, a simple
Know Your Third Party (KY3P) framework can be implemented.

Train and educate - educate [CREEETERREERE @ Develop your program - define and
and raise awareness about the - establish policies, procedures and controls
threats posed by bribery and in all levels of the business, with owners
corruption for each

o

----@ Build and operate controls -
implement the policies into business
operations

Review and align

- take timely
corrective and
disciplinary action
for violations of

the program,
continually evaluate
and adjust to
ensure alignment
with changes in risk

profile s ® Detect the risks - screen

against your third parties
to ensure legitimacy and
sustainability

Monitor and report — extract
reports for proof of due
diligence and continuously

monitor to detect future risks Evaluate — remediate the results

T @ and carry out further investigation
when necessary



One solution to a multitude
of challenges

There is no doubt that third party relationships play a key role in the

success of an organization. Instead of enlarging the workforce which

requires investment in infrastructure, engaging third parties to help the

organization meet its objectives can help to save on costs and optimize

resources. But these relationships can also introduce substantial risk and
need to be carefully managed, never more so than now. As the regulatory
environment continues to demand increasing scrutiny and control of third

!

party relationships, the complexity of this management challenge looks
set to increase in the coming years.

Companies need to be able to contain these complex relationships and
ensure that their response to increasing regulatory pressure is proactive
and not ad hoc. This can heavily impact on cost control especially when
their third party risk management solutions are fragmented and come
from multiple vendors. There is a great advantage of using one service
that incorporates all aspects of a best practice third party management
solution. With the components designed to work together, it's much easier
to fit the service to the unique needs of the organization, to streamline
resources and control costs.

Knowing how to effectively manage the risks that third parties pose is the
key to a good KY3P program.



Components for a connected third party risk

management solution

Thomson Reuters offers an evolved approach to mitigating third party
risk. We have created a global KY3P proposition, using a wide variety
of trusted assets and leveraging upon our breadth and expertise that
looks to identify risks when conducting business with a customer

or third parties across many use cases or operations. This allows
organizations to adopt a risk based approach by:

» Understanding risks and identifying opportunities

* Taking actions informed by industry-leading intelligence
* Helping navigate industry regulations

* Implementing best practices that drive value

* Maximizing operational efficiency and reducing costs

* Improving efficiency and effectiveness of existing supplier and third
party compliance programs

THOMSON REUTERS WORLD-CHECK

World-Check reveals the risk hiding in business relationships and
human networks. The result is highly structured intelligence profiles of
heightened risk individuals and entities globally. With 240+ countries
and territories covered in 60+ languages, our research analysts in

all global regions, specialist research to include terrorism, organized
crime, Middle East, we are able to satisfy demands for KYC, AML, CFT,
and PEP due diligence.

We monitor over 400 sanction, watch and regulatory enforcement
lists and hundreds of thousands of information sources, often
identifying high-risk entities months or years before they are listed. In
2014 alone we identified more than 202 entities before they appeared
on the US Treasury Office of Foreign Assets Control (OFAC) list, and
currently exceed terrorist coverage on the leading sanctions by more
than 80,000 records. World-Check contains over 12,000 profiles
linked to child and slave labor, migrant smuggling, sex trafficking and
human trafficking. Screening using World-Check helps to minimize
the cost of compliance.

THOMSON REUTERS SCREENING RESOLUTION SERVICE

Screening Resolution Service (SRS) offers a managed KYC screening
service for your organization. Thomson Reuters can do the screening
and hit remediation on your behalf, highlighting positive and possible
matches for heightened risk individuals and entities. We are able

to serve your organization’s client on-boarding procedures, screen
records against World-Check and Country Risk Ranking, perform EDD
background checks on selected matches, ensure quality assurance
processes are in place check-points at each step to lower your overall
costs of operation whereby you are able to demonstrate a complete
audit trail to regulators.

THOMSON REUTERS COUNTRY RISK RANKING

Compliance teams can define their risk based approach more
efficiently with the availability of detailed country risk intelligence,
while doing routine third party due diligence tasks using World-Check.
When deciding to expand operations or do business with third parties
outside of your territorial borders, Country Risk Ranking allows you

to understand the associated risks. Develop an accurate view of your
location-based risk to prove third party due diligence to your regulator.

THOMSON REUTERS ENHANCED DUE DILIGENCE

Enhanced Due Diligence (EDD) reports are a cost-effective method of
obtaining detailed background and integrity checks on any entity or
individual, no matter where they are located. Business conduct and
reputation history can be analyzed and a thorough search made for
unseen liabilities. Business intelligence is gathered from regulators,
industry observers, suppliers, competitors, distributors, and customers
both current and former. Our EDD reports cover specific risks relating
to terrorism, bribery and corruption, PEPs, conflict minerals, slavery,
arms and human trafficking. In Standard and Premium reports, our
research analysts routinely search for these risk types flagged for
individuals and entities globally.

THOMSON REUTERS COMPLIANCE LEARNING

Our Compliance Learning courses provide practical, interactive,
customizable and cost-effective compliance training programs, which
assist in changing behavior and supporting a culture of integrity.

More than 800 ethics and compliance training courses delivered in
over 42 different languages are powered by world-leading regulatory
intelligence, which tracks over 500 regulators and exchanges globally.

Our courses are deployed using a flexible and easy-to-use learning
management system. This web-based solution optimizes the
management, tracking and reporting of your compliance and risk
training, and provides a full audit trail to demonstrate compliance.

SUPPLIER ON-BOARDING QUESTIONNAIRE AND PLATFORM

We have partnered with market leading third party on-boarding
software platforms that can integrate our suite of products and
services. This, along with their due diligence questionnaire and
analytics, helps to assess and classify the risk found in supplier
relationships, and can be aligned with the organizational risk appetite.
Organizations choose our unified technology and information solution
to help streamline their third party compliance processes and
workflow, and to form a proactive, connected governance, risk and
compliance strategy.



RISK MANAGEMENT SOLUTIONS FROM THOMSON REUTERS
Risk Management Solutions bring together trusted regulatory, custo
combination in the industry that empowers professionals and enterp
business performance.

For more information, contact your represent
or visit us online at risk.thomsonreuters.com




